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Sources of Interference
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Sources of interference

I The types and sources of interference are very frequency-
dependent.

1 Lower frequencies tend to propagate and penetrate better than
higher frequencies.

1 For many cellular networks, common interferers tend to be:
= Harmonics / intermod products

Spurious emissions from electronic devices

Wrong-region devices

Intentional or malicious interference

I Note however there are many geography-specific interference
types, e.g. from cable or broadcast television.
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Repeaters / Bi Directional Amplifier(BDA)

I Mobile repeaters or bidirectional amplifiers
(BDASs) can be used to extend cellular coverage
in buildings or in fringe areas.

I May also be installed on boats.

I The main interference issues are the
retransmission of unwanted signals at the input of
the BDA as well as malfunctioning BDAs.

1 Difficult to troubleshoot but a very common source
of interference in the cellular bands.

1 Unlicensed use illegal in the UK.



Bi Directional Amplifier(BDA) Spectral Characteristics

1 A broad increase in the noise
floor over several tens of
megahertz is a typical sign of an
oscillating BDA.

1 BDAs can pick up noise,
harmonics, spurs,
intermodulation products, etc.
inside a building, then amplify
and repeat them at the tower.
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BN 832.280 908 JYTPREIRITY:

.000 000 MHz .. 900.000 000 MHz

N 18° 20.08051" W 64° 57.12262"  Satellites: 11
Typical spectral pattern created by malfunctioning

BDA. Note (from waterfall) that automatic gain
control was also malfunctioning.
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Bi Directional Amplifier (BDA) Physical Characteristics

» The best starting point is looking for donor antennas (usually small yagis or
omnis).
» Indoor antennas are usually ceiling-mount omnis.
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Wrong-region devices

I Spectrum allocations vary from country to country
1 Interference can be caused by devices using
frequencies allocated in a different country / region

1 For example, cruise and cargo ships may have
systems that disrupt cellular services upon entering
different regions.

I Common wrong-region devices:
= Wireless phone systems DECT
= Baby monitors
= Microphones
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Deliberate interference / jammers

1 Deliberate interference may be narrow-band (e.g. talking on a public safety frequency) or
broad-band (jamming).

1 Pirate or unlicensed (“free band”) operations can also cause issues to licensed users.

I Sources may be mobile. l & V m"
1 Although most businesses and L

individuals are very cooperative s e SHELOUEOET e AGalae e T80 e S o a0

in resolving interference, deliberate
interferers will usually deny or
conceal their activities.

Wr36,46
(LTEMWimax),GPS,WiFi

wht Ty Tt 1.
wor BEST 3G 2G PHONE 4 BEST GPS JAMMERY v Stable portable GPS Wor3G/4G + WIFI .ll?MMER. band
JAMMER jammer! control switch

HOT: Portable Cell Phone Jammer 3G/4G/WIFI/GPS/LOJACK
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Spectral characteristics of jammers

Ak 870.000 000 JTTPRTY LY @8 1 Jammers are typically easy to identify and locate:
s strong, broad, always-on signal.

49

1 Some increase the noise floor well outside of their
RF-PAN Freq I¢ 820.000 000 MHz .. 930.000 000 MHz:l RBW:50 kHz - -
nominal operating range.

| W 1 Jammers may generate very strong harmonics
BN 575420 000 I outside of their nominal operating range.

I Common commercial cellular jammer targets are
cellular, GPS, WiFi, and car remotes.

RF-PAN Freq ¢ 1500.000 000 MHz .. 1 600.000 000 MHz>I B_BW:]EII] kHz
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Wireless microphones
1 Often used by clubs, organizations, schools,
churches, etc.

1 Coming temporarily into town by bands brining their
equipment from abroad

I Problems result from operation outside of permitted
frequencies

1 Typically narrow-band, FM modulated signals. May
be very powerful transmitters for their size.

1 An excellent way to track down wireless microphones
IS using audio demodulation / recording.
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Spurious emissions from electronic devices

1 Almost all electronic devices emit radio
frequency energy at various frequencies.
1 Interference is caused when high level
spurious emissions (or their harmonics) fall
into cellular bands. EX 708.000 000 1" 0
I Spurs can be narrowband or wideband, b
possibly frequency-unstable.
I Common sources of spurs:
. Amplifiers of any kind i .. 750.000 000 MHz> RBW:12.5 kHz
= Lighting and displays (screens) |
= Consumer electronics
= Industrial equipment
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Impact of interference on network performance

1933.022 600 MHz -88.1dBm
1997.414 446 MHz -99.6 dBm -56.6 dBm
-91.455 399 MHz +0.0 dB -103.4 dBm

RF-PAN Freg Ik 1900.000 000 MHz .. 2 000.000 000 MHz>l 100 kHz 500.0 ps

GPS N 41° 0.60359" E 28° 58.34198" Alt. L Satellites: 12
Screen Trace Presets Positions 2018-02-22




Impact of interference on network performance

1 Network performance can be categorized on two levels:
= RF level : SNR, Ec/lo, RSSI, RSRP, etc.
= Subscriber level : Throughput, call drops, voice/video quality, etc.
1 Interference is an RF level issue, but affects the subscriber quality of experience.
1 Important therefore to test at both the RF level and the subscriber level.
I Generally speaking, you need a combination of tools to test at both levels.

Ave UL RSSI

& o b
(wgp) 1584 N 8Ky
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Impact of interference on network capacity
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Example MCS vs. SINR

.

/

JAM
=S 20...27)

Translates into:
For every 10 dB
decrease in SINR, you
loose 50% of your
capacity

(MC_. ..10)
)
5 15 25 35
SINR / dB
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It is not easy to quantify the impact of
interference towards the capacity of a
network, because it's depending on so
many parameter. Here just a general
graph with MCS areas:

The graph is a simplified real-world example for EPAS5,
2x2MIMO and HARQ.

The MCS-SINR relation depends on the specific Base
Station vendors' algorithms, performance and
scheduler implementation, as well as on the channel
fading profile etc.

MCS: Modulation and Coding scheme
SINR: Signal to Interference and Noise Ratio
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Identifying, locating and eliminating external
interference
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Steps in interference hunting

:'Alra

1 Detecting interference v
- For network operators, usually things like high RSSI, ~+~" 3 \;
call drops, poor throughput, etc. b s
1 Reconfirm/ldentifying interference '
= At site, make sure you see the interferer.
I Determining general location of interferer
= Attempt to narrow down location to ~100 meters
= Often involves driving/walking the entire affected
area.
1 Determining specific location of interferer
= Done on foot
= Handheld antennas
= Need to locate specific device generating RF

ROHDE&SCHWARZ
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Detecting Interference

Ave UL RSSI

1 For cellular network operators, interference
issues are almost always found in the uplink

1 First indications of interference normally come
from the base station statistics themselves

1 Usually one sector is affected more than the S BLE BaiEsT Lo,
others. Multiple sectors from multiple base
stations may be affected by a single source of
interference.
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Reconfirm/ldentifying Interference

1 Analyzing an interfering signal can provide important
clues about its source. The most common analysis
methods include :

= Spectral analysis

= Waterfall analysis

= Persistence Histogram
= Pattern analysis

I Many common interference sources can be easily
identified by their spectral characteristics.

1 Important to know what your spectrum and common
interferers normally “look like”.
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Reconfirm/ldentifying Interference: Spectral analysis

9 kHz e MaxPeak OF Off

I Many interferers have a distinctive spectral -
“shape” that helps to identify them. 0 @EXIEN[ 7 mu: -1026dBm

I For example: leaking cable television
signals can be identified by the regularly-
spaced, identical-width channels.

1 Locating the interferer is greatly simplified,
if you know (roughly) what you are looking
for.

1 Many providers build their own “library” of

well-known interferers and their spectral
RF-PAN Freq Ik 770.000 000 MHz .. 800.000 000 MHz>l RBW:100 kHz _

CharaCteriStiCS. WTTT’W
Screen Trace Presets Positions 2013-10-29
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Reconfirm/Identifying Interference: Waterfall analysis

112.421 753 MHz -67.0 dBm

1 A waterfall (or spectrogram) display shows
frequency, time, and level information (as color)

-25
1 Extremely useful in analyzing signal behavior 53 3
over time or for locating short duration signals. = w
-149
I Can reveal the presence of interferers 700.000 000 MHz .. 750.000 000 MHz>l RBW:12.5 kHz

underneath desired signals.

1 Waterfall intensity can also be helpful in locating . .
an oscillating / drifting signal. . i [

. GPS Pos N --- E--- ' Satelites:
| ReCOmmendatlon . a|wayS use Spectrum and Screen Trace Presets Positions 2013-10-24 12

waterfall together during interference hunting.

17
m
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Reconfirm/Identifying Interference: Persistence Histogram
1 What exactly is polychrome spectrum
display?
= Persistence Histogram (statistical

B 7 " B EpT B E-
| 150 kHz Sample off of [|ONE: Off

function that uses several 0 @EEFTINITIONH: +198dBV "L -
measured levels as basis) .
= Processes level-frequency pairs 5
over time m M
- Color indicates relative occupancy Q\W = ié&”.é“;s
over time (How “often” that signal is  jes md
measured) or signal duration | st s Gl oo smow
¢ - Marker More b
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Reconfirm/ldentifying Interference
Visualizing the interferer TDD LTE

1 LTE TDD signal, the Polychrome R S S —
feature of the MNT100 was used to 0 MHz 68.5dBm
detect and visualize the external Sy
interferer.

1 A100% time of 15 ms was chosen due
to the overlaying LTE signal. '

1 Width, level, and general spectral
shape of the suspected external gi0 Al 287m
interferer was clearly visible using B ——
polychrome.
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Mobile Network Testing 05.06.2019 Identifying and eliminating interference 23



Reconfirm/ldentifying Interference
Visualizing the interferer TDD LTE

e L S e Y P Y Fmm—— p— T ———

1 888.280 567 MHz -73.2 dBm B KHz Max Peak off off

1888.014 519 MHz -75.6 dBm

1.987 480 MHz  -2.5dB § BAK 1890.001 000 JV T oI P

3¢ 1 888.280 567 MHz [0 5 MHz 3.125kHz  500.0 ps ¢ 1.890.001 000 MHz 11 10 MHz 6.25 kHz 500.0 ps

N 22° 33.58988" E 113°56.36125"° Alt. 27.2m Satellites: 12 N 22° 33.58072" E 113° 56.36619° Al. 29.3m Satellites: 12
TSave " Save T User  'TGPSTT T TDETETTT " TSave " Save T User  'TGPSTT T TDEETTT
Screen Trace Presets Positions | 2018-03-13 Screen Trace Presets Positions | 2018-03-13
Suspected interferer less visible Large CW-type signal seen in later stage of hunt
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Reconfirm/ldentifying Interference: Pattern analysis

1 Important questions to ask in analyzing interference patterns:
= When does the interference occur?
= Is the interference constant or intermittent?
= Does the interference coincide with any other (physical or
spectral) events?
= Does the interferer affect multiple locations in a given
sequence?
I In many cases, base station statistics can provide useful
information.
1 Trying to find interference when it is not “on” is not
productive.
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Identifying the general location

I The first indications of interference normally
come from the base station statistics
themselves.

1 Usually one sector is affected more than the
others. Multiple sectors from multiple base
stations may be affected by a single source of
interference.

1 Note that base station statistics can only AR $ii sy % §
provide location with a sector-level resolution at jmm, '% "
best — where is the interferer within that sector? T 1 9we [

Z‘ G JW wang ) o
g; 'i' Dive Park
@ \‘% \;,‘“\.\ :’E :
% ; g 'Nt o271
09097 .M
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Driving around

1 In most cases, the interferer CANNOT be seen on the ground at the base station.
1 One typically has to drive (or walk) the sector(s) / affected area to try to narrow down the
location of interfering signal.
1 In the driving phase we use things such as:
= RF “heat maps”
= Manual and automatic bearings
= Network performance statistics.

1 Typically we want to get within about 100 meters of the interferer.

N 35° 52.79552° 78° 40.54696"
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Walking around

I The next step is to locate the exact source of the
interference.

I Handheld antennas are used to sweep or scan. Level
information in the form of spectrum amplitude, waterfall
intensity, or tone output can be used to determine
position.

1 Ultimately, the only way to determine if a device is the
source of interference is to power it off and examine base
station statistics (subscriber-level vs. RF-level)
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Overview of test tools and methodologies

&
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Table of content
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Uplink Filter (External Filter)

1 In most outdoor situation additional external Filter needed.
(For both Spectrum Analyzer and Interference Receiver)

I

ROHDE&SCHWARZ f
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Directional Antenna (HE400)

&> Triangulation HL300 4{m
GPs N 48° 7'38.159" E 11° 36' 38.970" Alt. 582.4 m Compass 186° Satellites 12
TRIANG N 48° 6'45.565" E 11°36'33.324" £415m Incl.Pos: 1,2,4,...

Power -79.2dBm Dist Freq 764.841535MHz

| i o / A I 7
Mdnchen o P

e AT \ e

Klinikviertel : e 5

Amalten sbdhchf-n\h /
Friedhof N Au-HaidhauSen

<8
\
' Untere Au
N\

Display
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Directional Antenna R&S®HE400

I Automatic module and polarization recognition
1 Low Noise Amplifier (powered by R&S® FSH/FPH or PR100)

I Easy and comfortable handling (trigger button, arm rest etc.)

I Automatic field strength display based on detected antenna
module and stored k-factor tables in R&S® FSH/FPH or PR100

I Exact positioning system with GPS and GLONASS support

I Highly accurate bearing information in cellular bands due to
delta mode function (R&S®HE400CEL)
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Yagi Antennas R&S®HA-Z900 / -Z1900

I The R&S®HA-Z900 and -Z1900 are directional Yagi

antennas.

I They are easy to handle and designed as a (passive)

receiving element in regulated frequency bands.

ROHDE&SCHWARZ
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a i antenna

e 824 MHz - 960 MHz
Gain 115 dBi (typ.)
Impedal 50 Q
VSWR <251
Input 0V DC, <22dBm RF
Connector type N (f)
Operating temperature range -10°C to +55°C
Storage temperature range -40°C to 70°C
Dimensions (W x H x D) 757 mm x 186 mm x 37 mm
Weight 04kg

Mechanical resistance

EN 60068-2-6, EN 60068-2-64, MIL-STD-810E

Climatic loading

MIL-STD-810G

293

| H
270 i
|

247
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Spectrum Analyzer FPH/FSH

HL300 4{mm]
31/772016

<> Spectrogram

GPS N 48° 7° 37.904" E 11° 36" 38.645™ Alt. 560.5 m Compass 302° Satellites 12 e

-20 dBm

RBW *
100 kHz

VBW *
100 kHz

SWT

1.6400058 MHz 10 ms

Center 513.550487 MHz T Clear De RMS Trig Free an 13.083192 MHz o-SS-e

New Marker Marker Type Delete Marker Select Marker Marker Function Set Marker
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Tone Function

I The Tone function outputs an audible tone
whose level varies according to the received
signal strength level.

1 The current receive level (dashed line) and
squelch level (solid line) are displayed in the
power bar.

I Tone can be used both for obtaining bearings
as well as for sweeping an area to determine
the precise location of an interferer.

ROHDE&SCHWARZ
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[X] Show GPS Information

X] Show Compass Information

Antenna
[X] GPS
X] Compass

Current Position Color
Saved Positions Color
Triangulation Color

[X] Show Power Bar
[X] Show Power Result
[ 1 Show Hardware Settings

. Squelch Level
Threshold Tone Frequency
Tene Gain
Tone Volume: 30 % ...
X] Tone

Zoom Qut Settings

In
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Spectrogram

I Spectrograms display amplitude vs. frequency over time. Amplitude is indicated
by the color of the spectrogram display.

I Spectrogram reference, range, and other parameters can be specified

1 Extremely useful in interference hunting — allows the observation of a signal’s
behavior over time.

#> Spectrogram 41 > Spectrogram
GPS  not connected Compass --- 3.
-111.4 dBm D2 10.528169 MHz Al

-82 dBm o .
S D E— — m— AL L

GPS  not connected Compass --- 71312018
M1 1854225352 GHz -109.7 dBm
-82 dBm

RBW *
300 kHz

VBW
300 kHz

WT
20 ms

Center 1.7475 el C ct Sample  Trig Free Span 75MHz @&

5 GHz T lear D mple  Trig Free

New Marker Delete Marker Select Marker Marker Function Set Marker New Marker Marker Type Delete Marker Select Marker Marker Function Set Marker
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Saving Positions, Azimuth and Triangulation

I The azimuth (or bearing) is the
. . . . . &> Triangulation _ 4{m]
direction in which the antenna is GPs N 48° 7'38.159" E 11° 36' 38.970" Alt. 582.4 m Compass 186° Satellites 12

currently pointed TRIANG N 48° 6 45.565" E 11°36'33.324" %415m Incl Pos: 1,2,4,...
Power -79.2dBm Dist --- Freq 764.841535 MHz

1300 L_ einhe
z . MaXmilianeum. <£ {
) Klinikviertel ':{.5; f(a{jimauscn-Nord p il

]

! iam

1 The power bar and power result
can help determine the direction of
maximum receive power (i.e.
bearings towards the transmitter)

Am alten stdlichen ; -
Friedhof . .~ Au-Haidhausen
N .

[ 2
Berg am Laim

‘Rodelhigel

7 MuntereAu

\ i
Obergiesing * v"- sl

Display Save Go To Triangulation GPS Position List Triangulate Exit

O

I The Triangulate function computes the
triangulation point for the selected
bearings. .

,\!

F, 7 Glesing
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Long Time Recording

Long Time Recording Settings

Fecording Mode Timer Limits Sawve Mode
Recording Speed Max Recording Interval
Start Date 03/08/2016 Start Time

Stop Date 06/08/2016 Stop Time

Duration (hhh:mm)

Storage usBe up to 016:09

Stop Recording

if Battery Low On

ROHDE&SCHWARZ
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Long Time Recording (Analyses via Instrument View

La usB - | 160107 _225221 o4y a-test002.set Color Settings
x x x x J] gs X

11:04:22 PM Measurement Setup

~ Color Setup

11:03:38 PM
Offset 50 :
11:02:54 PR 7/1/2016 11:02:04 PM
SPE_004.spm Range 100 :
11:02-10 PM
Auto range Reset
11:01:26 PM
Color table - Iv
11:00:43 PM
+ Show

10:59:59 P

Time in spectrogram |:

Frequency markers |:

10:59:15 PM

Time markers

10:58:31 PM

~ Marker Setup

15747 PM

10057103 PM - - = 6. 3 - 5 . 3 - Op en
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Signal Strength Mapping (FPH-K16)

<> Signal Strength Mapping Outdoor SAVE ON EVENT (im]
GPS  N1°20'44.838" E 103° 57° 28.422" Alt. 27.7 m Satellites 12

Power -68.6dBm Dist fOm Freq 98.7 MHz

Tampines Avenue 3 !

-20.0 N :g
- / v iang = = 4
r: A e 7 Taﬂ“.’? oy r?mrv' g . Chd‘?r.llgi
5 Tampines 3 LY c:'f <A
1 > \ \ e
T.IrﬂFim.ﬂ,'{%M'}:!’ s pe— .-.ll].
:,:;R;‘i 2 j;"x

L

] S hant Al
» £ e T,

-100.0 |
o~ . o "
CharmaBusiness PIELY

= T 05 g Expo Park
-120.0 3 4/ 2

GPS Position List ~ Select GPX File

Display GoTo
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Interference Receiver MNT100

903.500 000 MHz -105.2 dBm
904.493 740 MHz -88.7dBm @
-0.993 740 MHz -16.5dB @D

3.125 kHz  500.0 ps

Satellites: ---
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Speed vs. accuracy

1 Biggest difference is speed.

I Spectrum analyzers are (relatively) slow, but highly
accurate over a wide frequency range.

1 Monitoring receivers are less accurate, but are very fast
(real-time) and gap-free. POI within the demodulation
bandwidth is 100%.

1 Short duration (low POI) signals
= Digital data

Frequency hoppers

Radar pulses

Noise sources

= Clandestine transmitters

Reassembly of a frequency-agile signal

ROHDE&SCHWARZ
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Monitoring short duration signals

time

“/4/ p==

N

0.2 4
0.2 I
/ I 0.0 -
00 | > . : > i | T | >
30 35 40 45 50 30 35 40 45 50
frequency frequency
Spectrum analyzer Monitoring receiver
(swept / heterodyne principle) (FFT based)
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Best sensitivity with acceptable speed

(from Data sheet MNT100) DANL (1 Hz)=-157 dBm
Spectrum Analyzer reaches this with Pre Amp on

Calculation:
DANL (RBW) = DANL (1 Hz) * 10 x log(RBW [Hz] / 1 Hz)

MNT2100 uses standard 6,25 kHz RBW (standard in FFM mode: Span 10 MHz)
DANL 6,25 kHz: -157 dBm + 38 dB =-119 dBm

For Spectrum Analyzer to have acceptable speed used RBW 100 kHz
DANL 100 kHz: -157 dBm + 50 dB = -107 dBm

ROHDE&SCHWARZ
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TDD LTE/5G NR Interference Hunting

Gated Trigger 13/07/15 11:21
Ref: -20.0 dBm RBW: 300 kHz SWT: 10 ms Trace: Clear/Write
Att: 0dB VBW: 3MHz  Trig: Int Clck =Detect: RMS

ROHDE&SCHWARZ
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TDD with interferer present (non triggered)

1 Thisis an example of a TDD LTE s 13/07/15 _10:29
. . Ref: -20.0 dBm RBW: 300 kHz =SWT: 20ms  Trace: Clear/Write
signal in “normal” (free run) Att: 0 dB VBW: 3 MHz  Trig: Free Run »Detect: RMS

operating mode.

I Downlink frames dominate the
spectrum display (no uplink traffic
IS present in this example).

1 Without triggering, it is extremely
difficult to see even a strong
interferer within the TDD band.

I Having properly configured our

Gate SettingS, we now enable Center:2.1 GHz Span:30 MHz
Gated Trigger | SWP Time Sweep Trigger

ROHDE&SCHWARZ
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Determining time slot allocations

1 Zero span screen is used to T
determine the location of one or S
more (depending on TDD
configuration) uplink timeslots

1 Gate delay and gate length are
shown as two vertical red lines In
the zero span display — gate delay

13/07/15 11:21 0
RBW: 300 kHz SWT: 10 ms Trace: Clear/Write
VBW: 3 MHz  Trig: Int. Clck =Detect: RMS

and gate length, will be set to D U

mask uplink only.

ROHDE&SCHWARZ
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TDD with interferer present (triggered)

Spectrogram 13/07/15 10:29 »

1 With Gated Triggel’ enab|ed, the Ref. -20.0 dBm RBW: 300 kHz »SWT: 20ms  Trace: Clear/Write
] Att: 0dB VBW: 3MHz  Trig: Int. Clck »Detect: RMS
downlink frames are suppressed e

and we can clearly see a strong (~ |#HS NI S S S S N R

-55 dBm) periodic interferer in
both the spectrum and waterfall
displays.

1 All standard FSH functions can

Center:2.1 GHz Span:30 MHz

now be used with the Gated [P e R e ST— Trager
Trigger enabled.
ROHDE&SCHWARZ
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Nice TDD LTE Video from a customer in the US

Gated trigger feature on Rohde & Schwarz FSH
Liam ONeill
vor 10 Monaten - 304 Aufrufe

T £}

'he Gated Trigger feature allows the spectrum analyzer to look at uplink only

domain in TDD LTE and ignore the downlink domain

https://www.youtube.com/watch?v=wvL1cX4F9Uc

ROHDE&SCHWARZ
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Scanner TSMA/E with Romes. Spectrum clearance

ROHDE&SCHWARZ
Mobile Network Testing
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Spectrum clearance system

R&S®ROMES4
Drive test software

R&S®TSME6
Drive test scanner /

RF Antenna

GPS Antenna

ROHDE&SCHWARZ
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Measurements while driving

Spectrum rsxks - Ry

flil File View Hardware Technologies Replay Tools Window Help
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Post-processing back in the office with
Network Problem Analyzer

Data Processor Configuration - a X t
Processors | nElaa
I irace Anayzer - ! y B _. & = ]
Name (7 Pfrontener gy, s
v 8 New Configurat 2o 12 " |
8 NewConfiguation ) 1L e e 118 |
RFPowerScan Analysis Processor L i |
LTE Data Processor 5 ] o/ e
)
- i Sportaniage Transparency: i
Sendiing-Westpark
g -
Lte Mimo Analysis Processor Pen Calor
: 1 -
| 4 E a
g S| st
e 1| i s
Mobile Coverage Analysis Processor ———Rosengarte (© Addnew | G otz el
o %]
g o — '
Neghbourhood Anslss Processor =
A9 Narrovtand nterference 1216.5%)
ﬁ Heitefuanger SIT
B oo 4(3.2%)
INB-1oT Data Processor g
Mitblsnbag, "
g e 2 AR
Voice Cal Arlyzer ‘Spectrum Analysis - Issue List ‘ : .
StartTime  EndTime  Latitude  Longitude Title Description Frequency  Bandwidth  PeakPower  Duration
ﬁ WBOT12720 100837100 481285 11612 Narrowbend Interference Peck power detected -106.26 dBm ot afrequency of 72823 MHz. Frequency rangeis from 72817 MHz 10 728.55 MHz. 728234 MHz  0385MHz  -103dBm 84385
: 100712163 100835200 481285 16121 Narrowbznd Interference Peak power detected -106.10 dBm st frequency of 73141 MHz. Frequency rangeis from 73136 MHz to 73152 Mz, 731400 MHz  0.1T0MHz  -1082dBm  8204s
Coverage Analysis Data Processor
Sianee 100723967 106085030 481285 121 Narrowband Interference Pesk power detected -105.61 dBim st a frequency of 72847 MHz. Frequency range s from 72033 MHz to 2871 MHz. 720472 MHz  0220MHz  -1056dBm 95205
0730420 100859899 481285 11612 Narrowbend Interference Peck power detected -106:51 dBm ot frequency of 730.79 MHz. Frequency rangeis from 72982 MHz t0 731,63 MHz. 730793 MHz  0.715MHz  -105dBm 89485
ﬁ 10825401 100900000 481285 16121 Narrowband Interference Peak power detected -104.88 dBm at a frequency of 727.73 MHz. Frequency range s from 726,10 MHz t0 72022 Mz 727734 MHz  1.375MHz  -1049dBm U
o can Aol Prodsiar 100835600 100835803 431285 11612 power detected -105.57 dB of 72758 MHz. Frequency rangeis from 726,63 MHz 1072806 MHz. 727585 MHz  1430MHz  -1056dBm 0205
10835600 100837100 481285 11612 Narrowbend Interference Peak power detected -106.55 dBm ot frequency of 728.98 MHz. Frequency range s from 72866 MHz (072916 MHz. 728984 MHz  0495MHz  -10653dBm 1505
a | 100835803 100837100 481285 11612 Narrowband Interference Peak power detected -108.53 dBm at afrequency of 720.52 MHz. Frequency range s from 72040 Mz to 72060 Mz 720517 MHz  0.110MHz  -1085dBm 1305
| 100ms1700 100850800 431285 1612 Narrowband Interference Peak power detected -108.03 dBm at a frequency of 73186 MHz. Frequency rangeis from 731.80 MHz t0 73200 MHz. 731384 MHz  0.1T0MHz  -1020dBm  2.20s
Tetra Data Processor 10:08:51.700 10:08:59.499 481285 11,612 Narrowband Interference Peak power detected -106.68 dBm at a frequency of 732.69 MHz. Frequency range is from 732.51 MHz to 732.90 MHz. 732.689 MHz  0.165 MHz -106.7 dBm 7.805
1B0BSIT0 100850890 481285 11612 Narrowband Interference Peak power detected -107.14 dBm at afrequency of 73215 MHz. Frequency range s from 73208 MHz t0 73224 MHz. 732152MHz  0.10MHz  -1071 dBm 320:
ﬁ 100851900 100850000 431285 11612 Narrowband Interference Peak power detected -109.23 dBm at afrequency of 73233 MHz. Frequency rangeis from 73220 MHz 1073235 Mz, 712328 MHz  0055MHz  -1092dBm 7205
L 100855599 10:1046702 481276 16121 Narrowbend Interference Peak power detected -101.56 dBm at a frequency of 729.68 MHz. Frequency range s from 726,19 MHz (0 732.96 MHz. 729676 MHz  6.710MHz  -101.6dBm 0
100210507 103146620 481208 115185 Narrowband Interference Peak power detected -102.46 dBm at afrequency of 71390 MHz. Frequency range is from 710.35 Mz to 71475 Mz 713897 MHz  4400MHz  -1025 dBm 1356.02 5
211000 w3 [1s00 m ot a frequency of 72448 MHz. Frequency range i iz | 724478 Mz
¢ 100939395 103213418 481237 11.5203 Narrowbend Interference Peck power detected 10416 dBm ot a frequency of 718.09 MHz. Frequency range s from 717.50 MHz t 71899 MHz. 718091 MHz  1.375MHz  -1042dBm 1354025
101305304 101550104 481102 116118 Narrowband Interference Pek power detected -103.43 dBm of 720,34 Mz, Frequen: T4 MHz to 73200 MHz. 720336 MHz  4620MHz  -1034dBm 164805




Spectrum clearance real field measurements results at 700 MHz
Driven area: downtown Munich
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R&S®ROMES4 (automated identification via post processing)

4 @ Spectrum Analysis - Issue List

Latitude Longitude Title Description Frequency Bandwidth
48.123 11.5671 Wideband Interference |Peak power detected -94.54 dBm at a frequency of 714.66 MHz. Frequency range is from 714.42 MHz to 714.70 MHz|714.660 MHz ~ |0.275 MHz I
48.1521 11.6147 Wideband Interference  Peak power detected -95.79 dBm at a frequency of 729.83 MHz. Frequency range is from 726.19 MHz to 732.96 MHz. 729.832 MHz ~ 6.765 MHz
481451 11.5798 Narrowband Interference Peak power detected -97.23 dBm at a frequency of 714.69 MHz. Frequency range is from 714.64 MHz to 714.70 MHz. 714.695 MHz ~ 0.055 MHz

\/ —_—
481228 116038 Wideband Interference  Peak power| ") >Pectrum Clearance Issues Jeis from 726.19 MHz to 732.96 MHz. 729470 MHz 6765 MHz
Transparency: . )
48.168 115382 Narrowband Interference Peak power jeis from 726,19 MHz to 732.96 MHz. 729513 MHz ~ 6.765 MHz
43.1761 115591 T e e e Labels <Select Attributes> | L i ¢ om 72619 MHzto 732.96 MHz 729350 MHz 6765 MHz
481252 11.5213 Wideband Interference  Peak power # Narrowband Interference 323 (95.8%) peis from 722.12 MHz to 732.96 MHz. 728.882 MHz ~ 10.835 MHz
Peak is from 726.19 MHz to 732.96
481273 11.6125 Narrowband Interference IVT Elzpower (-P Wideband Interference 14 (4.2%) ge s from £ 729607 MHz ~ 6.765 MHz
Peak e is from 726.19 MHz to 732.96
481397 11545 Narrowband Interference P ¥ Other Problem 0(0.0%)  joerTom £ 729523 MHz 5060 MHz
: .
o .
481093 15791 Narrowband Interference m‘;power & Other 0(0.0%)  JoeisfiomI261MHZ10T296 79 131 Mz 6545 MHz

Peak power detected -101.13 dBm at a frequency of 731.20 MHz. Frequency range is from 731.09 MHz to 731.30

481224 11.6165 Narrowband Interference Mz 731201 MHz ~ 0.220 MHz

A2 197E . Marerusiand Inberfaranra Peak power detected -101.58 dBm at a frequency of 729.68 MHz. Frequency range is from 726.19 MHz to 732.96 ORTR MUY 6710 ML v

< >
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R&S®NPA (automated identification via post processing
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900 M Wideband Interference  Peak power detected -101.33 dBm at a frequency of 702.27 MHz. Frequency range is from 701.77 MHz to 703.31 MHz. 702.270 MHz 1.540 MHz -101.3 dBm 658.51s
& Africac Narrowband Interference Peak power detected -101.18 dBm at a frequency of 700.01 MHz. Frequency range is from 700.01 MHz to 700.17 MHz. 700.010 MHz 0.165 MHz -101.2 dBm 24449 s
& GSM v
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ml
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Real field measurements results at 700 MHz
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Real field measurements results at 3500 MHz
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Summary
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Summary

ROHDE&SCHWARZ

There are many different sources of interference in cellular
networks; they are pervasive, increasing and particularly effect
LTE.

Interference can be measured at RF-level or the subscriber-level.

Interference dramatically impacts network performance therefore
interference hunting is becoming essential

Identifying and locating interference can be partially automated
using scanning receivers and direction finders

Analyzing an interfering signal using spectral analysis, waterfall
analysis, pattern analysis and content analysis can provide
important clues about its source.

New developments in mobile networks require the use of new
solutions for resolving interference.
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M“:’ v AL
-

61




Q&A / Discussion
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CELL PHONES
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